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Conjecture/hint: if a finite algebra (i.e., general algebraic system
--- is large enough (i.e., it consists of very many elements),

--- its basic operations are easy to perform (fast, by a computer),

--- it is generated by few elements, and

--- a random small subset is a generating set with high probability,
THEN the application of this algebra in cryptography has a chance.

&)

Therefore: even though this talk deals with lattices, similar investigations
with other types of algebras seem to be possible.
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What is a lattice?

(L;V,A)

(L; <) such that for all z,y € L, 3 sup{z,y} and 3 inf{z, y}.

If sup X and inf X exist for every subset X C L, then L is a complete lattice.

Examples: for a given set A, the reflexive, symmetric and transitive relations of A are
called the equivalences of A. They form the equivalence lattice of A: £(A) = (£(A); C).

Similarly, the reflexive and transitive relations of A are called the quasiorders (or pre-
orders) of A. They form the quasiorder lattice of A: Q(A) = (Q(4); C).
In both cases, the meet A in the lattice is the set-theoretic intersection while the join \/

is the transitive closure of the set-theoretic union.

If k := | A|, the cardinality of A, then we often write £(x) and Q(k) instead of £( A) and
Q(A), respectively.
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Part 1. Generating quasiorder lattices
and equivalence lattices

Definition: Let n € N*. We say that a complete lattice L is n-generated if there is a
subset X C L such that

o | X|<mn, and
e X generates L as a complete lattice. That is, whenever S is a subset of L closed with
respect to arbitrary (not only finitary) meets and joins and X C S, then S = L.
Of course, for a finite L, nothing is unusual here; then X generates L if the only sublattice
of L that includes X is L itself.
Shortly saying: “n-generated” means that “generated by n or fewer elements”.

mg(L) denotes the smallest n such that L is n-generated.

Definition: a cardinal number p is inaccessible, if

e whenever v < pu, then 2¥ < p, and
e whenever [ is a set of cardinal numbers such that |I| < p and, for every v € I,
v <, then ) ., v<p

We call a cardinal number s accessible if there exists no inaccessible p such that p < k.



(6 #)
n € NT: Zadori(1983), Strietz(1975): £(n) is 4-generated.

Ko := Ng, Kpt1 = 2", Chajda and Czédli (1996): if A\ < Kk,

then Q(\) is 3*-generated and so 6-generated.
Czédli(1996): €(N) is 4-generated provided that A is accessible
(VA is such in Kuratowski’s model of ZFC).

Takach (1996): if A is accessible then Q(\) is 3*-generated and

50 6-generated. Dolgos (2015): if A < Ng, then Q(\) is 5-generated.
Kulin (2016): for A\ accessible, Q(\) is 5-generated.
Czédli-Kulin (2017) 4 # ) is accessible = Q(\) is 4-generated.
Czédli (2017): if 3 < A, then Q()) is not 3-generated.
For almost V accessible A, Q(\) and £()\) are (14+14-2)-generated:
Strietz, Zadori, Czédli, Kulin, Delbrin Ahmed, Lillian Oluoch.
Tran(\) is 8-generated for A < Ry by T. Dolgos; it is 6- and
3*-generated for A accessible by Czédli and Kulin (2017)
Many open problems, e.g., is Q(4) 4-gen.? For n € {4, 5,7,8,9,10,
12}, is @(n) (14142)-gen.? Reduce “3*-"7 Inaccessible A7
(V. Totik proved that my method does not work for an inaccessible \ ... )



Zadori’s generators:

a, 3,7,0] = E(57) (7 #)
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Some other tricks
are also needed.

Even £(100)310™
is 4-generated.
£(100) has many
4-element
generating sets.



An excerpt from Czédli and Oluoch's paper (2000): (#8)

Proof of Theorem 4.4. In addition to earlier experience with generating sets of par-
titions lattices, see the References section, an idea is also borrowed from lock-
smithing. In a traditional pin tumbler cylinder lock, there are pins of different (to be
more precise, not necessarily equal) lengths, and a key can turn the plug if and only
if the heights of its ridges match these lengths. The Y {[IP]°:z; =1, 1 <i < m}

/ 4.4. In addition to earlier experier
' e the References section, an ide:
litional pin tumbler cylinder lock, t
1ecessarily equal) lengths, and a ke
s ridges match these lengths. The




Gabor Czédli and Lilian Oluoch: Four-element generating seActa, Sci. Math. (Szeged) 86, 105-448 (2020) (9 #)

n 4 5 6 7 8 9
100p(n)|3.6630037(1.9595531(1.613014768
N 10000000{10000000]1 10000000115000000f5000001 25000
time |8 minutes 27 min| 3h+33min| 102 hours 95 h| 166 h
S 367221 196 243 161 768 238223 8244 438
100p(n)i» 3.67221( 1.96243 1.61768] 1.58815[1.64880(1.75200
S > grow

Percentages of the generating ones among the 4-element sub-
sets of £(n); the paper contains some other tables and confi-
dence intervals, too.

|G. Czédii: Four-generated direct powers Publicationes Math. (Debrecen) 99 (2021, 447-472.

n 4 5 6 7 8 9
|Part(n)| 15 52 203 877 4140 21147
V8-sets| |  6435(7.53 - 108]6.22 - 10'3[8.41 - 10'¥(2.13 - 10%4(9.91 - 10%°
tested| |100000] 10000 10000 6000 1000 284
[found| | 89780 7690 7913 5044 848 248
% _X»89.78  76.90 79.13 84.01 84.80 90.19
B ¢ > grow

The same percenteges for 8-element subsets of £€(n).



For a poset P = (P;<), @*(P) is the lattice of those qua- (1 0 #)
siorders of P that extend “<p”; it is a filter of Q(A).

} P is a chain Q(P) is a filter of Q(F).

5 me(@(P) <7 35
four billion) mg(Q* (T)) :?
ESEEEEIRE

o

——

ten billion chains of six billion chains of size four
length four billion billion, i.e., of length 4 billion minus 1



Czédli: Generating some large filters (2023) arXiv:2302.13911 (#11)
proves more; here I prove only: Theorem: = 35 and < 43.

P
\l/ an atom of @*(P)
Dongseok Kim, Young Soo Kwon, and Jaeun Lee (2014)

- |

. Q*(P) = B4 000000000
\]/ ot e atom of O+( ) the Boolean lattice with 4000000 000
| | | ~ ' atoms, so we have reduced the problem

to another problem, which comes next.

This proves the “=35" part of the theorem.
The rest of the proof is omitted.



The paper takes care of more involved posets, too. E.g.: (#1 2)

(The figure captures
some idea of the proof,
not explained here.)

For this poset P,

when |Q*(P)| > 910",

the theorem asserts that

mg(Q*(P)) < 22.




n=1000
n=1000
n=1000
n=1000
n=1000
n=1000
n=1000
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The program chose one hundred thousand random k-dimensional

k=40
k=50
k=50
k=60
k=70
k=80
k=90

Part 2. Authentication and cryptography (#13)
For h = (h1,...,hr) € BF, this k-dimensional vector is
generating if [hy, ..., hx] = By.
We shall soon see that mg(Biooo) = 13. So

Biooo has a 13-dimensional generating vector.
As k£ > 13 grows, Biggo has more and more
k-dimensional generating vectors.

Tested:
Tested:
Tested:
Tested:
Tested:
Tested:
Tested:
k=100 Tested:

100000
100000
100000
100000
100000
100000
100000
100000

Generating:
Generating:
Generating:
Generating:
Generating:
Generating:
Generating:

Generating

42; 506.
59003; 1305.
59162; 10965.
96878; 1967.
99823; 2321.
99990; 2647.
99999; 2974.

:100000; 3265.

vectors and counted the generating ones among them.

867
780
266
896
272
147
364
869

secC
sSecC
sSecC
secC
sSecC
secC
secC
sSecC



When no anomymous usage is permitted: secret key cryp-
tography and authentication are used. In our model:

Kate communicates with her Bank.

(14 #)

Let, say, k := 300, n := 1000, and ¢ := 100.

Secret key: a k-dimensional generating
hr = (hy,...,hy) € BE of B,,.
p=(p1,...,p): avector of k-ary lattice terms.

vector

p(h) is also used as a key of Vernam’s cipher.

Protocol: The Bank sends a random p to Kate
and she sends p(h) € B! back. And vice versa.

Adversary: intercepts and/or sends messages. As p is
always new, he cannot use an intercepted ﬁ(}_{) again. As
ﬁ(ﬁ) can take |B,|* = 2" many values, he cannot find a
valid ﬁ(f_;) by chance unless he can solve the equation
p(T) = ¢, where ¢ := ﬁ(f_;) € B! is an intercepted constant
with the corresponding intercepted vector p of lattice terms
and ¥ € B (playing the role of 4) is the unknown.



—

unless he can solve p(Z) = ¢, where ¢:= p(h) € Bt and % € B (15 #)
Observation: even if n = 1 and ¢t = 2,

solving p(Z) = ¢ is an NP-complete problem.
We skip over the following easy proof in the talk.
Proof: Suppose for contradiction that 4 a polynomial f and
an algorithm T" such that for V input p(7) = ¢ of size s, if this
input has a solution for Z, then I' finds a solution in f(s) time.
Then we can solve the 3COLOR as follows. Let G be a simple
graph of size s;. For each vertex 7, take the color variables r;,

w;, and g;. For each edge e: 1 7, we take:

®,: (s Vw; Vg)A(r; Vw; Vgj)=1and nonempty
\Ife (’I‘i A Tj) V (wz A ’LU])) V (gz' A gj) = 0. (1iSjOilltu
Let p1:= Accpdea) Pes P2 7= Vecpdoeioy Yoo 7= (P1,02).
Let @ := (...,r;,w;, gi,...). Let s be the size of p(¥) = (1,0).
Then s = const - ;. Run I' for the red input in f(s) steps.
After at most f(s) many steps, stop I'. Then print “YES,
(G i1s 3-colorable” if I' found a solution in that many steps,
and print “NO” otherwise. This “magenta algorithm” needs
~ 2f(s) = 2f(const - s1) steps, which is a polynomial of s;.

(Factor 2: since we need to count the steps of I'.)
We have solved 3COLOR in polynomial time. Q.e.d.

} color sets



T he value of NP-completeness: Even though we

can prove that the underlying problem (to solve the (1 6 #)
equation ¥ from p(F) = & for the unknown ) is NP-

complete and so it is N P-hard,

this fact may encourage us to do further research,

but the NP-hardness of the underlying problem in
itself is NWOT ENOUGH to secure a cryptosystem.

First, because an NP-hard problem can have many
easy I1instances, and we should guarantee that our
protocol avoids these easy instances almost surely.

Second, if, say, n = 1 and ¢ = 2, then the underlying
problem is still NP-hard but the adversary need not
break it; he need mnot solve the equation! He only
needs to present ¢ — 2 bits! At every 4th random
trial, he can empty Kate’s bank account!

Fortunately, for n big, _ﬁ(f_i) can take (2™)' many val-
ues. Hence, the Adversary can hardly find the right one
accidentally.

The protocol works with, say £(400) or ©(200) instead of
Biooo- Warning: in spite of my heuristic ideas, the se-
curity is not proved; further analysis would be necessary.
(Note that some cryptographic protocols are based only on
heuristic ideas rather than rigorous mathematical proofs.)

Czédli: Four-generated direct powers of partition lattices and authentication. Publ.Debrecen(2021)447-472

Czédli: Generating Boolean lattices by few elements and a protocol for authentication
and cryptography based on an NP-complete problem. arXiv: http:2303.10790 (2023)
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Part 3. Generating Boolean lattices with few elements

Monster := Bj12186277816 662845432 mMg(Monster)=70
(Subscript ~ 1.12-10%Y) What is mg(Monster)?

5p() = ()

, let LASp(n) be the smallest k¥ € NT such that n < Sp(k).

Sp comes from "Sperner", LASp from "Left Adjoint of Sperner function.

Theorem. For n € N*, mg(B,,) = LASp(n).

CzG: Generating Boolean lattices by few elements and a protocol for authentication
and cryptography based on an NP-complete problem. arXiv: http:2303.10790

If T still have time, let us see the proof 1n the next two slides.



Proof (necessity):

DNF = a; = \//\gw = /\gj. So a; € [91,-.-gk]/\-
Hence a1 € f(Frees(k)). Thus 3b; such that f(b;)
a1. As the a;’s form an antichain, so do the b;’s.

Sperner’s thm. = n < Sp(k). +/



Sufficiency. For n’ < n, dB,, - B, . So we can (19#)
assume n = Sp(k) rather than “<”. Taking the meet

of | k/2]| free generators in V ways, we get an Sp(k) :(Lklj2 J) =
n-element antichain {b1,...,b,} C Freenx (k).
Free, (k) http://www.math.u-szeged.hu/~czedli/
Let Y; :={b;:b; <z} forj=1,... k.
In particular, Y5 := {b; : b; < x2}. Let
Hy = (\{Y; : by € Y,;}. Eg., Hy :=
m{}/J 1 by € Y}} Clearly, {b2} C H».

For contradiction, suppose b3 € Hs.
So bs € (Y, : b2 € Y}
Le.,Vj, ba€Y; = b3 €Yj.
I.e., \V/_], by < Tj = bg < Tj- Thank you
— g,‘\‘ ) for your

So b2 = /\r{x] . b2 S ZEj}\ Z /\r{x] p b3 S Z]Zj}\ = bg; attention.
contradiction. Thus {b2} = Hsy, whence {b2} be-
longs to [Y1,...,Y%]. Sodoeachof {b;},...,{b,}. So
{Y1,...,Y},} generates Pow({by,...,b,}) = B,, q.e.d.




